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NHCTPYKIIUA
agMHUHHCTPaTopa 6e30nacHOCTH HH(OPMAITMOHHBIX CHCTEM
NMEPCOHATBHBIX JAHHBIX
MOY «COIII N¢@ 64»

I. OBIIIHUE ITOJIOKEHHN S

1.1. [lannast MHCTpyKUMs onpesiesisieT OCHOBHBIE 00s13aHHOCTH M NIPaBa aAMHHUCTpaTOpa
6e30macHOCTH HHPOPMAIIMOHHBIX CHCTEM NMepcoHabHBIX JaHHBIX MOY « COUI Ne 64» (nanee —
IKOJIA).

1.2. AIMUHECTPATOp GE30MacCHOCTH UH(OPMALMOHHBIX CHCTEM IIEPCOHATBHBIX JaHHBIX
(manee — VICI1JIn) sBnsieTCSl COTPYAHMKOM LIKOJIBI U Ha3HA4YaeTCsl PHKA30M LUKOJIbL.

1.3. Pemienne BoOmpocoB oOecnedyeHust HHPOPMALMOHHOH O€30MacHOCTH BXOJMT B
npsMBIe cTyx)eOHbIe 00s13aHHOCTH anMuHKCcTpaTopa 6e3onacHocTr MCITn.

1.4. Anmunmcrpatop 6e3omacHoctu WMICITJIH oOnamaer npaBamu AocTyna K JIOOBIM
MPOTPaMMHBIM H allllapaTHEIM pecypcaM IIKOJIBL.

II. TEPMHUWHBI U OITPEJAEJIEHUSA

2.1. ABromaTruzupoanHoe padouee mecto (APM) — nepcoHanbHbll KOMIbIOTEP H
NOAKIIOYEHHbIE K HeMy mepudepuiiHbie YCTpOWCTBA — MNPUHTEP, MHOIOQYHKIHOHAIbHBIC
yCTpOMCTBA, CKAHEphI U T.J.

2.2. BiokupoBaHHe MEPCOHAJNLHBIX JAHHBIX - BPEMEHHOE MpeKpalieHue o6paboTku
EpPCOHANBHBIX JAHHBIX (38 MCKJIIOYEHHEeM CllydaeB, eciad o0paboTka HeoOXoauma s
YTOUHEHHS MEPCOHANBHBIX JaHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-@3 «O
NePCOHANBbHBIX OaHHBIX »).

2.3. Joctyn x wundopmMamuum — BO3MOXHOCTH IOJyuyeHUs uHObopmanun u e€
ucnone3oBaus (cm. 2 ®3 P® om 27.07.2006 o N 149-03 «06 uH(f)()pMuuuu
UHDOPMAYUOHHBIX MEXHOLO2UAX U 3AUUME UHPOPMAYUUY).

2.4. 3amura uHPOpMAUMH —  JEATEJbHOCTb 10  MPEAOTBPALICHHIO yTquH
HHPOPMAIIMY, HECAHKIIMOHUPOBAHHBIX H HEMPEIHAMEPEHHBIX BO3JICHCTBHA Ha nmboprvlaumo IO
€CTh MpOIECe, HANPABJIEHHBIN HA JOCTHXKEHAE HHHOPMALMOHHOH 6e30MacHOCTH.

2.5. Aadopmanusa - ceenenus (cooOLIeHHs, JAHHBIE) HE3aBUCHMO OT (OPMBI HX
npeacTaBleHus (cm. 2 @3 P® om 27.07.2006 o N 149-@3 «O06 ungpopmayuu,
UHDOPMAYUOHHBIX MEXHONOLUAX U 3AUIUME UHPOPMAYUUY).

2.6. Uudopmanmnonnas cucrema nepcoHanbHbix Aanueix (MCIIn) - COBOK}’I’IHOCTI:
cojieparuxcs B 0a3ax NAHHBIX NEPCOHAIBHBIX NAHHBIX U OOECMEUMBAIOIMX HX 00paboTKy
MH(QOPMALMOHHBIX TEXHOJIOTHIH U TEXHUUYECKUX CPEACTB (cm. 3 D3 PD om 27.07.2006 ¢. N 152~
@3 «O nepcoHanbHbIX OAHHBIXY).

2.7. Hecankuuonuposauubiii goetyn (HCJL) — noctyn k mHpOpMaLKK, XpaHSILEHCs Ha
PA3IHYHBLIX THIAX HOCHTeNeH (OyMaXKHBIX, MArHHTHBIX, ONTHYECKUX H T. I.) B KOMIIbIOTCPHBIX
fazax JaHHBIX, (alIOBbIX XPAHWIHINAX, APXMBAX, CEKPETHBIX YacTAX H T. M. Pas/MYHBIX
OpraHM3alui yTEM H3MCHEHHUs (OBBILIEHHUS, Ganbcu(uKalMK) CBOUX ITPaB AOCTYTIA.

2.8. Hocurens  nuHpopmanuu - moboi  MarepualbHbIl  OOBEKT WM cpena.
MCTIONB3YEMBIN JUIS XpAaHEHHUs! HITH Nepeiadn HHPOpMaliu.
2.9. O6padoTka NEPCOHANbHBIX JaHHBIX - Jroboe JcicTBME (onepauust) MM

COBOKYNHOCTh  AeHCTBHH  (omepaumi), COBepiIaeMbIX € HCIONb30OBAHMEM  CPEICTB



aBTOMATH3allUK HWIH O€3 MCMONB30BaHHS TaKUX CPENCTB C NEPCOHANBHBIMH JAHHBIMH, BKITIOUAS
c6op, 3aMuCh, CHCTEMATU3AIMIO, HAKOILICHHE, XpaHeHHE, yTOUHEHUE (OOHOBJICHHE, H3MEHEHHE),
M3BJICYCHUE, HCIOJIB30BAHME, Tepenady (pacmpoCTpaHEeHHE, MNpPeIOCTaBIEHHE, JIOCTYI),
obe3nuunBanue, GIIOKUPOBAHHE, yNATEHHE, YHHUTOXKEHHE HepCOHaJ'IbHBIX JNaHHBIX (cm. 3 D3
P®om 27.07.2006 2. N 152-D3 «O nepconanvhvix 0annvix»).

2.10. Ilepconanbupie AaHHbIe - 06ast MHGOPMALMs, OTHOCAIIAACS K MPIMO I
KOCBEHHO ONPE/CTICHHOMY WM ONpeNeNnseMoMy (U3HYecKOMY JHLY (CYOBEKTY NEpCOHANbHbIX
RauHbIX) (cm. 3 D3 PD om 27.07.2006 2. N 152-®3 «O nepconanshbix OaHHBIX»).

2.11. Cpencrso.3amurel nadopmannn (C3U) — TexHUUECKOE, MPOrPAMMHOE CPE/ICTBO,
BEIIECTBO H (MJIM) MaTepHaJl, NpeIHA3HAYCHHbIC HIIM HCIIOIb3YEMBIE IS 3aLIAT HHQOPMALHH.

2.12. Yrposbl OesonacHocTH mnepcoHaibHbIX aaHHbIX (YBILJAH) - COBOKYIMHOCTE
YCIOBHH W (aKTOpOB, CO3JAIOIIHX ONACHOCTh HECAHKLMOHHUPOBAHHOTO, B TOM dHCIIE
CITy4aHHOro, [JOCTyNa K INEPCOHAIBHBIM [aHHBIM, PE3YJILTATOM KOTOPOrO MOXET CTaTh
YHHUYTOXKCHHE, H3MCHEHHE, ONIOKMpOBaHHE, KONUPOBAHUE, PACIPOCTPAHEHHE MEPCOHANBLHbBIX
JaHHBIX, @ TaKXE€ MHBIX HECAHKIMOHUPOBAHHBIX JCHCTBHH mnpu ux ob6paborke B
MHQOPMAIIMOHHOH CHCTEME NEPCOHANBHBIX NaHHBIX (Memoouka onpedenenus axmyanbHbix
y2po3 be30nachocmu nepcoHanbHLIX OaHHbIX NpU ux 06pabomxe 6 UHPOPMAYUOHHBIX CUCTIEMAX
NepcoHanbHbX Oannbix (ymeepoicoena samecmumenem oupexmopa PCTIK Poccuu 14 gespans
2008 2.)) gk
2.13. YHHYTOXeHHE NEPCOHAJIBLHBIX JaHHBIX - IEHCTBHSA, B PE3yNbTaTe KOTOPBIX
CTAaHOBHTCA  HEBO3MOXHBIM  BOCCTAHOBHTb  COJAEPXKAHHE  MEPCOHAJbHBIX  JAHHBLIX B
HHOOPMAUMOHHOR CHCTeMe IEePCOHAIBHBIX MNAHHBIX M (MIM) B pe3y/bTare KOTOPbIX
YHUYTOXAIOTCS MaTEpUAIbHBIE HOCUTENH NEPCOHANBHBIX TaHHBIX (cm. 3 @3 PDom 27.07.2006
2. N 152-D3 «O nepcoHanvhvix OanHbIX ).

II1. JOJI’KKHOCTHBIE OBA3AHHOCTHU

Anmrnncrpatop 6e3onacHoctu UCTI/IH 00s3an:

3.1. 3HaTh mepedeHp U yCnoBHs 00paboTKH MEPCOHATBHBIX JAHHBIX B LIKOJIE.

3.2. 3Hath mepeueHb YCTAHOBJICHHBIX B KAOMHETAX IUKOJbl TEXHUYECKHX CPEACTB, B TOM
qucne ChEMHBIX HOcHTened, xkoHpurypauuio MCIIJlH u nepedenp 3agay, peuwlacMbix ¢ eé
HCIIONIb30BAHHEM. i

3.3. Onpenensre nonHomouns nomns3opateneit UCIIIH (odpopmiTenne paspemuTensHoi
CHCTEMBI JIOCTYTIa), MUHHMAJIbHO HEOOXOAMMBIX UM JUISl BBIIOJHEHHUS CIYKeOHBIX (TPYHIOBBIX)
00513aHHOCTEHH.

3.4. OcymecTBIATh Y4ET ¥ NEPUOMMYECKUI KOHTPOJb HAJ COCTABOM H MOJTHOMOYUAMHU
[0JIb30BaTE/ICH aBTOMATU3MPOBAHHBIX pabounx MecT (nanee APM). '

3.5 OCymecTBIATh ONEpPaTHBHBIH KOHTPOJIb 3a pabOTON MONb30BaTENEH 3alIMLLEHHBIX
APM u aiekBaTHO pearupoBaTh Ha BO3HHKAIOLIHE HELITATHBIE CHTYALUH.

3.6. biokupoBaTh IOCTYN K MEPCOHAIBHBIM J@HHBIM MPU OOHADPYXKEHHH Hapymeﬂnu
nopsiaka ux o6paboTKH.

3.7. PearnpoBaTh Ha IONBITKH HECAaHKIHMOHHPOBAHHOTO JOCTYNa K HMH(OPMAanuU B
YCTaHOBJIEHHOM CT. 4 HacTosweh MHcTpykuuu.

3.8. YcraHapnuBaTh M ocymeCTBJme HAacTPOHKY CpeACTB 3alMThl HHpOpMALHK B
paMKax KOMIIETEHIIH.

3.9. OcymecTBIsATh HENOCPEICTBEHHOE YIPABICHHE M KOHTPOJb PEXHUMOB paboThi
¢ynxiuonnpoBanus nmpuMeHseMbix B VICIT/IH cpeactB 3ammuThl HHQOPMALMH, OCYLIECTBIATH
IIPOBEPKY IIPAaBUIBHOCTH UX HACTPOHKH (BEIOOPOYHOE TECTHPOBAHHKE). ;

3.10. [lepuoauueckn  KOHTPOJIMPOBATh LEJNOCTHOCTH Ievared  (maomb, Hakxieek)
TEXHHYECKUX CPEACTB, HCIOJIb3yEMBIX JUIst 00pabOTKH MEpCOHATBHBIX JaHHBIX. ‘

3.11. IlpoBoauTs paboTy, IO BBISBIEHHIO BO3MOXKHBIX KAHAIOB YTEUKH MEPCOHAIBHBIX
JaHHBIX, H3y4aTh TEKYLIHME TCHACHIMH B 00JJaCTH 3alUThl HEPCOHATBHBIX JAHHBIX.



3.12. IlpoBoauth pa3buparenscTBa M COCTAaBJICHHE  3aKJIOYCHHH 110 bakram
HECOOMIONCHHS yCIOBHH XPaHEHHs HOCHTENCH NePCOHANBHBIX AAHHBIX, HAPYLIEHHS IPABUI
paboTBI ¢ TEXHHUECKUMH U TporpamMmubivMu cpeactsamu MCII/IH, B ToM uucie co CpeCTBAMH
3aIIUTHI HHGOPMALMH, MM MO APYTHM HapyLICHHSM, KOTOPBIE MOTYT IIPHBECTH K CHIDKCHHIO
YPOBHS 3aIUIIEHHOCTH NEPCOHANBHBIX JAHHBIX.

3.13. llpenocrapnare moctyn k MCII[JH HOBBIM MNOJB30BATENSAM, MPENOCTABIIATH HM
BO3MOXKHOCTb 3a/aTh [IapoOJIb, COOTBETCTBYIOIMH TpeboBaHUsIM «VIHCTPYKIIMK 110 OpraHu3aLuy
IIapOJIbHOM 3alUTHIY.

3.14. Ilpou3BomuTh MEPOIPHSTHS 110 BHEIUIAHOBOH CMeHe Iaponeif B COOTBETCTBHH
«MHCTpYyKIMEH O OpraHu3aIiy MapoIbHOMN 3aIUThIY.

3.15. BHOCUTB NIIaHOBBIE M BHEIIAHOBBIE H3MEHEHHS B YUETHYIO 3aIUCh MOJb30BATENCH
UCIITs, B TOM 4ucie mo TpeGOBaHMIO PYKOBOAMTENS OTAENA M B Cjydac YBOJIbHEHHS
COTpYIHHKA.

3.16. OcymecTBIATh IIEPHOANYECKOE pPE3EPBHOE KONMPOBAHHE 6a3 MEPCOHANbHBIX
JAaHHBIX M CONYTCTBYIOUICH 3aIlMINAeMOi MH(POpMAIHH, a TaK)Ke OCYLIECTBIATL BHEIIAHOBOE
CO3JJaHNe PE3ePBHBIX KOIuH 10 TpeboBanuro nons3osareineit MCI1/In u B HHBIX CIyYasX, KOI/1a
3TO HEOOXOIMMO /711 00ECIIEYEeH S COXPAHHOCTH NEPCOHATBHBIX JAHHBIX. :

3.17. OcymecTBaT,  BOCCTaHOBICHHE HMHPODMALMM M3 DPE3EPBHBIX KONMHH IO
TpeGoBanuto nose3oBarenei MCII[JH ¥ B WHBIX Cilydasx, Koraa 9T0 HeoBXOAMMO ATs
BOCCTAHOBJICHHS YTPAYE€HHBIX CBEICHMH.

3.18. XpanuTh qucTpHOYTHUBBI IIPOrpaMMHOTO obecreuenus, yctanoBnenHoro B MCT1)Ix,
B TOM 4YHCJE€ IUCTPUOYTHBBI CPEACTB 3alUMTHl MH()OpPMALMHM, B MeCTe, HCKIIOYAIONIeM
HECAHKIIHOHUPOBAHHBIN JOCTYN K HUM TPETHUX JIMII. '

3.19. BHOCHTB CBOM NIPEIOKEHHUS TI0 COBEPILEHCTBOBAHHMIO MEP 3aIHUTHI TEPCOHANBHEIX
nanueix B VICI1/IH, pa3spaGoTKe H NPHUHATHH MEp M0 NPEIOTBPAIIEHHIO BO3MOXKHEIX ONACHBIX
MOCNE/ICTBUA HAPYLIEHHH, NPUBONSAIINX K CHH)KCHHIO YPOBHS 3alIMIUEHHOCTH NEPCOHATBHBIX
JIaHHBIX.

3.20. 3nate 3akoHOJATENBCTBO P® 0 mMEPCOHANLHBIX MAHHBIX, CIEAWTH 3a €ro
HU3MECHEHHUSIMH. : :

3.21. BBIMONHATE WHBIE MEPONPUATHS, TPEOYEMbIE TEXHHYECKUMH M TPOrPaMMHBIMH
cpeacteamu UCITIH nis noanep>xanus uX GYHKIHOHHPOBAHMUSL.

IV. IEUCTBUS ITPU OBHAPYKEHHUH IMOIBITOK
HECAHKIOMOHHUPOBAHHOI'O JOCTYIIA

4.1. K noneITkaM HECAaHKIIMOHMPOBAHHOTO AOCTYIA OTHOCATCS: !
4.1.1. ceancer paborel ¢ WCIIOu HezaperHCTpnpOBaHme 10Jib30BaTeeH, MU
[0JIb30BATENICH, HApYIIMBIIMX YCTAHOBJIEHHYIO NMEPUOJHYHOCTH AOCTYIIA, MIH CPOK JAEHCTBHS
IIOJIHOMOYHH KOTOPBIX UCTEK, HJIH IIPEBBIMIAIOIINX CBOH MOJHOMOYHS 10 JOCTYIY K AaHHbBIM;
4.1.2. neficTBUsl TPETHEro JHI@A, MBITAIOMErOCsS IONYYUTh JOCTYI (HIH YK
nonyyuBmero poctyn) k MCII[H, npu ucrmonp3oBaHUM YYETHOH 3amucH  aIMHHHCTpATOpa
i apyroro noae3oBatens HCII/In, meromoM mnoabopa mnaposis, HCIOJNB30BaHUS Maposis.
PasrIal€HHOro BaaJenbieM y4ETHOH 3alMCH WIH TIOObIM APYTHM METOIOM.
4.2. [lpn BosiBieHME  akTa = HECAHKUMOHMPOBAHHOTO  JIOCTYNa  aMMHHUCTPATOP
6e3onacaoctu UCIIIa 00s3an:
4.2.1. mpeKkpaTuTh HECAHKIMOHUpOBaHHBIH noctyn k MCTI/{H;
4.2.2. NONOXUTh NUPEKTOPY IIKOJBI O (pakTe HEeCaHKIMOHMPOBAHHOIO HOCTYMa,
€ro pesyJsbTare (YCHELHbIH, HeYCIISIHBIN) U MPEANPHHATHIX AEHCTBUSX. .

‘ V. IIPABA

Anmunuctparop 6e3onacHoctu UCI1/la umeer npaso:



5.1. Tpe6osats oT moss3oBareneit MCI1/JH BBINMONTHEHUST HHCTPYKIHKA B 4acT paboThI ¢
IporpaMMHBIMH, annapatHbiMu cpeactBamu VICII/IH 1 nepcoHa/IbHBIMY JIaHHBIMH.

5.2. briokupoBaTh JOCTYN K MEPCOHAIBHBIM JaHHBIM JIFOOBIX MOJIb30BaTENEH, €CIH ITO
He0OX0MMO [JIs IPEIOTBPAILCHUS HAPYIICHHS PEXXHUMA 3l Thl IEPCOHABbHBIX 1aHHbIX.

5.3. [IpoBOaUTH BHEIUIAHOBBIE AHTUBHPYCHBIE MPOBEPKH NPH BO3HHKHOBEHHH YIpO3EI
TOSIBJIEHUS] BPEJOHOCHBIX IIPOTPaMM.

5.4. I[Ipou3BoAMTh MEPHOAMUECKHE IMOMBITKH B3JIOMa Mapoiei HOJ‘IB30B&T€J’[6H B LIEJISIX
TECTUPOBAaHMS CHCTEMBI KOHTPOJS JOCTyNla Ha HaJlM4YHe ysI3BHMOCTeil: B cimydae ycnemHoiH
IIONBITKY — BIpaBe TpeOOBATH Y M0JIH30BATENs H3MEHEHHUS 11apoJis.

5.5. IlpoBoauTh ciyxxeOHBlE paccieloBaHUS M OINpalllMBaTh [OJB30BATENIEH 110 (l)al(TaM
HECOOIONEHHS YCIIOBUI XpaHEHHs HOCHTENEH HEepCOHANBHBIX AAHHBIX, HapyLICHHUs IpaBHIl
paboTel ¢ TeXHUYECKMMHU M nporpaMMHbIMU cpeacTtBamu MICII/IH, B TOM 4uciie co cpeacTBaMu
3alUThl UHQOPMALMH, UM HO JPYTUM HapyLIEHHsSM, KOTOpbIE MOIYT NMPHUBECTH K CHHIKEHHUIO
YPOBHS 3aIIMIIEHHOCTU NEPCOHAIBHBIX JaHHBIX.

VI. OTBETCTBEHHOCTD

6.1. Anmunucrparop 6e3onacHoctd VICIIJIH HECET MEpCOHANIBHYIO OTBETCTBEHHOCTH 34
cobmonenre TpeOoBanuil HacTosmed WHCTPYKUMH, 3a CpeAcTBa 3alIuThl HHGOpMAaLUH,
IIPUMEHSIEMBIC B IIKOJIE, 32 Ka4eCTBO MPOBOAUMBIX UM paboT no obecrneyeHnio 6e30nacHOCTH
NEPCOHANBHBIX JAaHHBIX M 3a BCE JEHCTBHs, COBEPIUCHHBbIE OT HMEHH €ro y4€THOM 3anucH B
WCIIJIH, ecnu ¢ ero CTOPOHBI He OBUIO MpPEeIIpUHATO Heo6xo,ungblx NEHCTBUH  [JIsl
NpEeIOTBPAIIECHHS HECAHKIIHOHHPOBAHHOTO HCTIONIb30BAHMUS €TO YUETHOM 3aHCH.

6.2. AnmuaucTparop GesomacHocty MCII/IH npu HapylieHHH HOPM, perynnpy}omnx
Hojydenue, o6paboTKy U 3alUTy NMEPCOHATBHBIX JAHHBIX CyOBeKTa, HECET NMCLUIIMHAPHYIO,
aIMHHUCTPATUBHYIO, IPa)KIAHCKO-IIPABOBYIO U YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUHU C
3aKOHOJATENBCTBOM Poccuiickoit @enepauuu.



